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The new law

• The General Data Protection Regulation (GDPR) is an EU Regulation.  
It came into force throughout the EU on 25 May 2018.  As a 
Regulation it did not need domestic implementing legislation, unlike a 
directive.  It repealed the Data Protection Act 1998 which 
implemented an EU directive.  The law is in the Regulation and is 
likely to remain in force after Brexit.

• At the same time a Data Protection Act 2018 was passed by the UK 
Parliament.  It provides for peripheral matters where the EU has no 
competence or where Member States are permitted to derogate from 
the Regulation.

• You should refer to the GDPR and the Data Protection Act 2018.



Who is the data controller?

• Article 4
• Controller means the natural or legal person which, alone or jointly with others, 

determines the purposes and means of the processing of personal data…

• OH should be in control of its own records, whether in-house or external 
contractor, but there is doubt about in-house OH (eg an NHS Trust or local 
authority), where the organisation often asserts that it is the controller.

• My view is that as long as it is clear that managers do not have access to data 
about employees without consent it does not matter who is technically regarded 
as the controller but in practice managers (and their lawyers) do not always 
recognise this.  A solution may be to regard OH as a joint controller with the Trust.  
An ongoing problem with no guidance as yet from the Information 
Commissioner!



Who is a data processor?

• Art 4
• Processor means a natural or legal person which processes data on 

behalf of the controller.
• My view is that OH is both a controller and processor.
• It processes information which it receives from management in a 

management referral and it is the controller of its own reports and 
the records which it generates.  That means that it is entitled to retain 
its own records for the purpose, inter alia, of defending itself against 
possible complaints.



Does OH need GDPR consent?

• Art 4
• Consent of the data subject means any freely given, specific, informed 

and unambiguous indication of the data subject’s wishes by which he 
or she, by a statement or by a clear affirmative action, signifies 
agreement to the processing of personal data relating to him or her.

• OH is advised not to use consent as a lawful basis for processing 
because it is sometimes impractical to obtain express affirmative 
consent from data subjects and also because the employment 
relationship, and to some extent the relationship between OH and 
the worker, is one of imbalance of power.



What lawful basis should OH use?

• Where health data (special category data) is being processed you need a lawful 
basis under Art 6 AND one under Art 9.

• Advice is for public authorities, including NHS Trusts, to use Art 6 (1) (e): 
processing is necessary for the performance of a task carried out in the public 
interest or in the exercise of official authority vested in the controller.

• Private sector OH providers can use Art 6 (1) (f): processing is necessary for the 
purposes of the legitimate interests pursued by the controller or by a third 
party……

• The legitimate interests are mainly the employer’s need for advice in order to 
comply with its legal obligations to care for the employees’ health and safety, to 
comply with employment law, including the Equality Act, and to protect its 
business interests by employing people capable of carrying out the necessary 
duties of the job. 



Article 9: special category data

• OH should use Art 9(2)(h): processing is necessary for the purposes of 
preventive or occupational medicine, for the assessment of the working 
capacity of the employee, medical diagnosis, the provision of health or 
social care or treatment or the management of health or social care 
systems and services on the basis of EU or Member State law or pursuant 
to a contract with a health professional and subject to the conditions and 
safeguards referred to in paragraph 3.

• Paragraph 3: (h) applies where the data are processed by or under the 
responsibility of a professional subject to the obligation of professional 
secrecy under EU or Member State law or rules established by national 
competent bodies or by another person also subject to an obligation of 
professional secrecy under EU or Member State law or rules established 
by national competent bodies.



What does this mean?

• It means that health professionals do not need to obtain GDPR 
consent but they do need to obtain common law consent as they 
have always had to do.

• What is the difference?  Implied consent is sufficient at common law 
but not under the GDPR.

• For example, at common law patients are deemed to give implied 
consent to all members of a clinical team having access to their 
confidential records on a ‘need to know’ basis, which is not good 
enough to satisfy the GDPR.



OH reports to management

• OH needs to check that the employee has consented to be referred to OH.
• OH needs to tell the employee why he has been referred (though the manager should 

already have done this), what he/she proposes to do, what he/she is proposing to report 
to management, to whom the report will be sent and what is likely to happen thereafter.  
That is what is meant by informed consent.  The employee should be offered the option 
of receiving a written copy of the report and a short time to consider it and suggest 
corrections of fact and also withdraw consent.  It is not necessary for the employee to 
give a second positive consent but you may feel that you need that to protect yourself.

• Consent does not have to be in writing under either the GDPR or the common law but 
you are advised to obtain written consent or to make a note in the records that the 
employee consented if you are on the phone.

• If the employee withdraws consent you should not send the report unless there is a 
public interest reason why you should breach confidence eg the employee is unfit to 
drive.  You should correct errors of fact but not change your opinion.  You should warn 
the employee that without your report the employer is entitled to act on the evidence 
he has which may not be in his best interests.



Transfer of OH records to a new provider

• FOM ethics guidance is that where OH provider X’s contract is terminated 
and OH provider Y appointed OH records can be transferred from X to Y if 
the employer directs that that should happen and it is not necessary to 
obtain an individual express consent from each employee.  The employer 
should notify the workers in writing of what is planned and give them a 
right to opt out of the transfer.  This is because workers give implied 
consent to the OH provider for the time being having access to their 
records since all OH professionals have a duty of confidentiality.  Any other 
solution is impractical.  This guidance will be repeated in the revised FOM 
ethics guidance which is due to be published in November 2018.

• It is being challenged by at least one NHS Data Protection Officer.  



Retention of OH records

• Data protection principles, Art 5
• (e) personal data shall be kept in a form which permits identification of data 

subjects for no longer than is necessary for the purposes for which the personal 
data are processed…..

• How long is necessary? 
• There are few statutory provisions and they relate only to statutory health 

surveillance.  They also only relate to the HEALTH RECORD which is the basic 
record of identity, exposure, surveillance procedures and statements of 
fit/unfit/fit with adjustments.  These are not the clinical records and are not 
confidential.  They should be kept by management.  Under COSHH, Lead and 
Asbestos health records have to be kept for 40 years minimum, under Ionising 
Radiations for 30 years minimum or until the 75th birthday.

• There is no minimum statutory period for clinical records of health surveillance.



OH clinical records

• Information Government Alliance/Department of Health: Records 
management for health and social care (2016) recommends that OH 
records be kept for the period of employment plus 6 years or until the 
employee reached his 75th birthday, whichever is sooner.

• What if the OH provider is completely independent and has no knowledge 
of the employee’s employment history?

• No official guidance but should be kept for a minimum of 6 years because 
the employee has 3 months to complain to an ET, 3 years to sue for 
personal injury and 6 years to sue for breach of contract.  Pre-employment 
information where the job applicant did not get the job should be kept for 
a minimum of one year in case they complain to an ET.



OH clinical records

• Those periods are only a base line.  There may be justifications for 
keeping records for longer eg because of pending legal proceedings, 
because an insurance company requires it, because they are to be 
used in research, or because the clinical records of health surveillance 
of those exposed to eg lead or asbestos should be kept together with 
records of exposure to the hazardous substance.

• That is you can keep records for as long as you have a necessary 
justification for doing so.  However, you have to tell the data subjects 
how long you normally keep their data and set a date for review of 
whether to delete or retain if there is a special reason for doing so.



Subject access requests

• Here you must distinguish between RECORDS and REPORTS.
• A RECORD is the full document kept by the health professional giving 

details of examinations, diagnoses and treatments.  It may contain 
information completely irrelevant to the workplace, eg details of 
sexual activity.

• A REPORT is the answer by a health professional to specific questions 
related to an employee’s health which may affect his work, eg is this 
person suffering from a condition which makes him unfit to drive, be 
a surgeon, care for young children?  Is he receiving treatment for a 
psychological condition and what is the prognosis?



• A subject access request is a request for the full RECORD.  The controller 
must give the data subject access free of charge within a month to the 
record (including OH records) except where:

• It would seriously damage his physical or mental health, or
• Would reveal the identity of a third party who does not want to be 

identified, unless that person is unreasonably refusing consent.
• It is different from a request for a REPORT which is covered by the Access 

to Medical Reports Act 1988.  The Act applies only to reports from doctors 
who have been responsible for clinical care and therefore hardly ever 
applies to OH reports.  The doctor can charge a reasonable fee for a 
REPORT.  He can withhold information which would seriously damage 
physical or mental health or reveal the identity of a third party. 



Data Protection Act 2018, section 184

• It is a criminal offence to require a data subject to obtain a health 
RECORD as the price of obtaining or keeping a job or insurance unless 
in the particular circumstances it is in the public interest.

• Therefore OH should in most cases not ask for the GP RECORD.
• This does not apply to a request for a REPORT, nor to a request for 

health records in support of an application for an ill-health retirement 
pension.



Reports from clinicians included in the OH 
record
• Does OH need the consent of the clinician to reveal the report?
• It depends on whether the OH record is a “health record”.
• Section 205 Data Protection Act 2018
• “health record” means a record which:
• (a) consists of data concerning health, and
• (b) has been made by or on behalf of a health professional in 

connection with the diagnosis, care or treatment of the individual to 
whom the data relates. 



• Data Protection Act Schedule 2, Part 3
• If information from another health professional is contained in a 

health record and the other health professional has compiled or 
contributed to the health record or has been involved in the 
diagnosis, care or treatment of the data subject it can be disclosed to 
the data subject on request without the consent of the health 
professional.

• If the OH record is not a health record then consent from the 
clinicians to disclose their reports will be needed. 



“Fishing expeditions”

• It is now well established that the fact that the data subject wants the 
medical record only because he wants to bring a legal action does not 
destroy his right of subject access. 

• See Dr B v GMC (2018)



Right of rectification

• Article 16
• The data subject shall have the right of rectification of inaccurate 

information without undue delay.
• Where data are incomplete there is also the right to have data 

completed, including by means of providing a supplementary 
statement.

• NB Section 205 DPA 2018
• Inaccurate means incorrect or misleading as to any matter of fact.  



Right of erasure

• The data subject has the right to have data erased in certain 
circumstances, eg where no longer necessary, where processing 
based on consent and consent has been withdrawn, where data 
unlawfully processed.

• There is a defence if the data need to be kept to comply with a legal 
obligation, or for reasons of public interest in the area of public 
health, or for research or statistical purposes, or for the 
establishment, exercise or defence of legal claims.



• Any questions?


